AUTHENTICATED
U.S. GOVERNMENT
INFORMATION

GPO

Pt. 197, App. B

(d) Foreign relations or foreign activities
of the United States, including confidential
sources;

(e) Scientific, technological, or economic
matters relating to the national security,
which includes defense against transnational
terrorism;

(f) United States Government programs for
safeguarding nuclear materials or facilities;

(g) Vulnerabilities or capabilities of sys-
tems, installations, infrastructures, projects,
plans, or protection services relating to the
national security, which includes defense
against transnational terrorism; or

(h) Weapons of mass destruction.

APPENDIX B TO PART 197—PROCEDURES
FOR HISTORICAL RESEARCHERS PER-
MANENTLY ASSIGNED WITHIN THE
EXECUTIVE BRANCH WORKING ON OF-
FICIAL PROJECTS

1. The Head of each OSD Component, when
requested, shall:

a. Make a written determination that the
requested access is essential to the accom-
plishment of a lawful and authorized Govern-
ment purpose, stating whether the requested
records can be made available; if dis-
approved, cite specific reasons.

b. Provide the location of the requested
records, including accession and box num-
bers if the material has been retired to the
WNRC.

c. Provide a point of contact for liaison
with the OSD Records Administrator if any
requested records are located in OSD Compo-
nent working files.

2. The OSD Records Administrator shall:

a. Process all requests from Executive
Branch employees requesting access to OSD
Component files for official projects.

b. Determine which OSD Component(s)
originated the requested records and, if nec-
essary, request an access determination
(paragraph l.a. of this appendix) from the
OSD Component(s) and the location of the
requested records, including accession and
box numbers if the records are in retired
files.

c. Request authorization for access from
other Agencies as necessary:

(1) By the terms of the ‘Interagency
Agreement on Access for Official Agency
Historians,”” hereafter referred to as ‘‘the
Agreement”’, historians employed by a signa-
tory Agency may have access to the classi-
fied information of any other Agency signa-
tory to the Agreement found in OSD files.
The Central Intelligence Agency (CIA) and
National Security Council (NSC) are not sig-
natories to the Agreement. Authorization for
access must be obtained from these Agen-
cies, as well as from any other non-signatory
Agency whose classified information is ex-
pected to be found in the files to be accessed.
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(2) If the official historian is employed by
an Agency that is not a signatory to the
Agreement, authorization for access must be
obtained from the CIA, NSC, Department of
State (DoS), and any other non-DoD Agency
whose classified information is expected to
be found in the files to be accessed.

(3) If the requester is not an official histo-
rian, authorization for access must be ob-
tained from the CIA, NSC, DoS, and any
other non-DoD Agency whose classified in-
formation is expected to be found in the files
to be accessed.

(4) Make a written determination as to the
researcher’s trustworthiness based on the re-
searcher having been issued a security clear-
ance.

(5) Compile all information on the request
for access to classified information to in-
clude evidence of an appropriately issued
personnel security clearance and forward the
information to the DA&M, OSD, or designee,
who shall make the final access determina-
tion.

(6) Notify the researcher of the authoriza-
tion and conditions for access to the re-
quested records or of the denial of access and
the reason(s).

(7) Ensure all conditions for access and re-
lease of information for use in the project
are met.

(8) Make all necessary arrangements for
the researcher to visit the WNRC and review
the requested records if they have been re-
tired there.

(9) Assign a member of his staff to super-
vise the researcher’s copying of pertinent
documents at the WNRC. Provide a copier
and toner cartridge or appropriate
consumable supplies to be used by the re-
searcher to copy the documents.

(10) If the records are maintained in an
OSD Component’s working files, arrange for
the researcher to review the material and
make copies of pertinent documents in the
OSD Component’s office.

(11) Notify the National Archives or Presi-
dential library concerned of the authoriza-
tion and conditions for access, if the re-
searcher desiring to research material in
those facilities is not an official historian or
is an official historian employed by an Agen-
cy that is not a signatory to the Agreement.

3. The researcher shall:

a. Submit a request for access to OSD files
to the OSD Records Administrator, 1155 De-
fense, Pentagon, Washington, DC 20301-1155.

The request must contain the following in-
formation:

(1) The name(s) of the researcher(s) and
any assistant(s), level of security clearance,
and the office to which the researcher is as-
signed.

(2) Provide a statement on the purpose of
the project, including whether the final prod-
uct is to be classified or unclassified.
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(3) Provide an explicit description of the
information being requested and if known,
the originating office, so that the identifica-
tion and location of the information may be
facilitated.

(4) An appropriate higher authority must
sign the request.

b. Ensure his or her security manager or
personnel security office verifies his or her
security clearances in writing to the Secu-
rity Manager for the office of the OSD
Records Administrator.

c. Submit notes taken during research, as
follows:

(1) Use letter-sized paper (approximately
8% by 11 inches), writing on only one side of
the page. Each page of notes must pertain to
only one document.

(2) Indicate at the top of each page of notes
the document’s originator, date, subject (if
the subject is classified, indicate the classi-
fication), folder number or other identifica-
tion, accession number and box number in
which the document was found, and the secu-
rity classification of the document. All notes
are considered classified at the level of the
document from which they were taken.

(3) Number each page of notes consecu-
tively.

(4) Leave the last 1%z inches on the bottom
of each page of notes blank for use by the re-
viewing agencies.

(5) Ensure the notes are legible, in English,
and in black ink.

(6) All notes must be given to the facility
staff at the end of each day. The facility
staff will forward the notes to the OSD
Records Administrator for a declassification
review and release determination.

d. Maintain the file integrity of the records
being reviewed, ensuring no records are re-
moved and all folders are replaced in the cor-
rect box in their proper order.

e. Make copies of any documents pertinent
to the project, ensuring that staples are
carefully removed and that the documents
are restapled before they are replaced in the
folder. Subparagraph E3.1.3. of this appendix,
also applies to the copying of documents.
The copying of documents at the WNRC
must be accomplished under the supervision
of a member of the OSD Records Adminis-
trator staff (appendix D to this part).

f. Submit, prior to unclassified presen-
tation or publication, the completed manu-
script, along with any copies of documents
used and notes taken, to the OSD Records
Administrator for onward transmission to
the Chief, Security Review, Executive Serv-
ices Directorate for review.

g. If the requester is an official historian of
an Agency signatory to the Agreement, re-
quests for access to the records at the Na-
tional Archives or a Presidential library
should be addressed directly to the pertinent
facility with an information copy to the OSD
Records Administrator.
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(1) The historian’s security clearances
must be verified to the National Archives or
the Presidential library.

(2) Paragraphs 1l.c. through 1.f. of this ap-
pendix apply to research in files at the Na-
tional Archives, a Presidential library, or
other facility.

(3) All notes and documents must be given
to the facility staff for forwarding to the of-
fice of the OSD Records Administrator.

APPENDIX C TO PART 197—PROCEDURES
FOR THE DEPARTMENT OF STATE
(D0OS) FOREIGN RELATIONS OF THE
UNITED STATES (FRUS) SERIES

1. The OSD Records Administrator shall:

a. Determine the location of the records
being requested by the DoS for the FRUS se-
ries under Public Law No. 102-138.

b. Request authorization from the CIA,
NSC, and any other non-DoD Agency not sig-
natory to the Agreement for the State histo-
rians to have access to such non-DoD Agency
classified information expected to Dbe
interfiled with the requested OSD records.

c. Obtain written verification from the
DoS Diplomatic Security staff of all security
clearances, including ““‘Q’ clearances.

d. Make all necessary arrangements for the
State historians to access and review OSD
files.

e. Make all necessary arrangements for the
State historians to copy documents selected
for use in their research.

(1) According to appendix F to this part,
provide a staff member to supervise the
copying and the copier to be used to copy the
documents.

(2) Compile a list of the documents that
were copied by the DoS.

f. Release all documents copied by the DoS
for use in the FRUS still classified.

g. Submit to the respective Agency a list
of CIA and NSC documents copied and re-
leased to the State historians.

h. Process requests from the DoS Histo-
rian’s office for members of the Advisory
Committee on Historical Diplomatic Docu-
mentation, who possess the appropriate secu-
rity clearances, to have access to documents
copied and used by the State historians to
compile the FRUS series volumes or to the
files that were reviewed to obtain the copied
document. Make all necessary arrangements
for the Committee to review any documents
that are at the WNRC.

2. The DoS Historian shall:

a. Submit requests for access to OSD files
to the OSD Records Administrator, 1155 De-
fense, Pentagon, Washington, DC 20301-1155.
The request should list the names and secu-
rity clearances for the historians doing the
research and an explicit description, includ-
ing the accession and box numbers, of the
files being requested.
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